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SatoshiLabs ❤ Nix

● SatoshiLabs server infrastructure

● Trezor server infrastructure

● Invity server infrastructure

● Trezor hardware wallet firmware reproducible builds

● company laptops (NixOS, Ubuntu and macOS)





Nix: What?



Nix

● purely functional package manager

○ custom lazy functional programming language



Nix

does not follow FHS (Filesystem Hierarchy Standard)

● executables in /bin, /usr/bin

● libraries in /lib, /usr/lib

packages stored in /nix/store

● /nix/store/b6gvzjyb2pg0kjfwrjmg1vfhh54ad73z-firefox-33.1/{bin,lib}

● b6gv...d73z is a cryptographic hash of the packageʼs build dependency graph

● hardcoded rpaths in binaries



Nix

● complete dependencies

● multi-user support

● multiple versions of the same package



nix-channel
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable



nixpkgs
intermezzo



Nixpkgs

● Nix Packages

● set of Nix expressions packaging software

● the world's largest software collection

● not only Linux

○ but also macOS, *BSD, Windows, etc.







end of
nixpkgs
intermezzo



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83

$ nix-env -iA nixpkgs.fish 
installing 'fish-3.5.1'
copying path '/nix/store/84qh7r0j8vi81d3fypf6c9ck733saxj2-fish-3.5.1' from 'https://cache.nixos.org'...
building '/nix/store/8xrals5djwzpb1c5rfbz1a12k2xjp089-user-environment.drv'...



all packages built by hydra.nixos.org (Nix CI)

are cached on cache.nixos.org

(forever*) 🚀



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83

$ nix-env -iA nixpkgs.fish 
installing 'fish-3.5.1'
copying path '/nix/store/84qh7r0j8vi81d3fypf6c9ck733saxj2-fish-3.5.1' from 'https://cache.nixos.org'...
building '/nix/store/8xrals5djwzpb1c5rfbz1a12k2xjp089-user-environment.drv'...

$ which fish
/Users/stick/.nix-profile/bin/fish



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83

$ nix-env -iA nixpkgs.fish 
installing 'fish-3.5.1'
copying path '/nix/store/84qh7r0j8vi81d3fypf6c9ck733saxj2-fish-3.5.1' from 'https://cache.nixos.org'...
building '/nix/store/8xrals5djwzpb1c5rfbz1a12k2xjp089-user-environment.drv'...

$ which fish
/Users/stick/.nix-profile/bin/fish

$ echo $PATH
/Users/stick/.nix-profile/bin:...



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83

$ nix-env -iA nixpkgs.fish 
installing 'fish-3.5.1'
copying path '/nix/store/84qh7r0j8vi81d3fypf6c9ck733saxj2-fish-3.5.1' from 'https://cache.nixos.org'...
building '/nix/store/8xrals5djwzpb1c5rfbz1a12k2xjp089-user-environment.drv'...

$ which fish
/Users/stick/.nix-profile/bin/fish

$ echo $PATH
/Users/stick/.nix-profile/bin:...

$ fish

🐟



nix-env
$ ls -l /Users/stick/.nix-profile

… -> /nix/var/nix/profiles/per-user/stick/profile



nix-env
$ ls -l /Users/stick/.nix-profile

… -> /nix/var/nix/profiles/per-user/stick/profile

$ ls -l /nix/var/nix/profiles/per-user/stick/profile

… -> profile-22-link



nix-env
$ ls -l /Users/stick/.nix-profile

… -> /nix/var/nix/profiles/per-user/stick/profile

$ ls -l /nix/var/nix/profiles/per-user/stick/profile

… -> profile-22-link

$ ls -l /nix/var/nix/profiles/per-user/stick/profile-22-link

… -> /nix/store/jamx66gjjpx1i73ha7sqmhxasxy1qgp7-user-environment



nix-env
$ ls -l /Users/stick/.nix-profile

… -> /nix/var/nix/profiles/per-user/stick/profile

$ ls -l /nix/var/nix/profiles/per-user/stick/profile

… -> profile-22-link

$ ls -l /nix/var/nix/profiles/per-user/stick/profile-22-link

… -> /nix/store/jamx66gjjpx1i73ha7sqmhxasxy1qgp7-user-environment

$ ls -l /nix/store/jamx66gjjpx1i73ha7sqmhxasxy1qgp7-user-environment/bin

… fish -> /nix/store/pldynq1amrmvsdyqlvv87d08srkc8i52-fish-3.6.1/bin/fish
… nix -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix
… nix-build -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix-build
… nix-channel -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix-channel
… nix-env -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix-env
… nix-hash -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix-hash
… nix-shell -> /nix/store/0cllbk3shzz2yqypw72nvh6z7fj224wb-nix-2.18.0/bin/nix-shell





Nix

● atomic upgrades and rollbacks
○ profile-22-link

○ profile-23-link

○ etc.

● garbage collection

○ nix-collect-garbage

○ removes all unreachable stuff from /nix/store 



nix-env
$ nix-channel --list
nixpkgs https://nixos.org/channels/nixpkgs-unstable

$ nix-env -q
nix-2.11.0
nss-cacert-3.83

$ nix-env -iA nixpkgs.fish 
installing 'fish-3.5.1'
copying path '/nix/store/84qh7r0j8vi81d3fypf6c9ck733saxj2-fish-3.5.1' from 'https://cache.nixos.org'...
building '/nix/store/8xrals5djwzpb1c5rfbz1a12k2xjp089-user-environment.drv'...

$ which fish
/Users/stick/.nix-profile/bin/fish

$ echo $PATH
/Users/stick/.nix-profile/bin:...

$ fish

🐟



nix-shell
$ nix-shell -p fish xz

> echo $PATH

/nix/store/pldynq1amrmvsdyqlvv87d08srkc8i52-fish-3.6.1/bin:/nix/store/nws79v3a

sz8a9cyyn8f76kwykjr6lhkb-xz-5.4.4-bin/bin:...



shell.nix
with import <nixpkgs> {};
mkShell {
  buildInputs = [
    bzip2
    go
    lz4
    pkg-config
    rocksdb
    snappy
    zeromq
    zlib
  ];
  shellHook = ''
    export CGO_LDFLAGS="-lrocksdb -lz -lbz2 -lsnappy -llz4 -lm -lstdc++"
  '';
}



shell.nix
let nixpkgs = import (builtins.fetchTarball {
    url = "https://github.com/NixOS/nixpkgs/archive/
           c58e6fbf258df1572b535ac1868ec42faf7675dd.tar.gz";
    sha256 = "18pna0yinvdprhhcmhyanlgrmgf81nwpc0j2z9fy9mc8cqkx3937";
  })

in

with nixpkgs {};

mkShell {

...

}



Flakes

flake.nix





Flakes

flake.nix

flake.lock



Flakes

nix flake init

nix flake lock

nix flake update





Flakes

nix run

nix develop





Flakes

nix run

nix run .

nix run .#llama

nix run .#quantize



Flakes

nix run github:ggerganov/llama.cpp

nix run github:ggerganov/llama.cpp#llama

nix run github:ggerganov/llama.cpp#quantize



NixOS

● a Linux distribution based on Nix

● not Not-invented-here syndrome
○ systemd, vanilla, patches → upstream

● not only package management

● but also system configuration
○ /etc/nixos/configuration.nix

○ /etc/nixos/hardware.nix







Morph

● NixOS deployment tool

● https://github.com/DBCDK/morph

● fancy wrapper around nix-build, nix-copy, nix-env

● health checks



let
  pkgs = import (import ../nixpkgs.nix) {};
in
{
  network =  {
    inherit pkgs;
    description = "simple hosts";
    ordering = {
      tags = [ "db" "web" ];
    };
  };

  "web01" = { config, pkgs, ... }: {
    deployment.tags = [ "web" ];

    boot.loader.systemd-boot.enable = true;

    services.nginx.enable = true;

    fileSystems = {
        "/" = { label = "nixos"; fsType = "ext4"; };
        "/boot" = { label = "boot"; fsType = "vfat"; };
    };
  };

  "db01" = { config, pkgs, ... }: {
    deployment.tags = [ "db" ];

    boot.loader.systemd-boot.enable = true;

    services.postgresql.enable = true;

    fileSystems = {
        "/" = { label = "nixos"; fsType = "ext4"; };
        "/boot" = { label = "boot"; fsType = "vfat"; };
    };
  };
}



Morph

● modules
○ {lnbits, lnd, bitcoind, …}

● roles
○ modules + secrets

● hardware
○ {ovirt, vps, physical, …}

● profiles
○ roles + health checks + hardware

● infra
○ [profile]



Other options for Nix deployment

● https://github.com/krebs/krops

● https://github.com/zhaofengli/colmena

● https://github.com/NixOS/nixops

○ can also do “physical” provisioning



Guix

● NixOS inspired GNU/Linux OS by the GNU project

● uses Guile Scheme instead of Nix

● https://guix.gnu.org

● https://bootstrappable.org





Resources

https://nixos.org/learn

https://nixos.org/guides/nix-pills/

https://nix.dev/

https://discourse.nixos.org/

https://github.com/nixos



Thank you!

stick@satoshilabs.com


